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This course is a 3 credit hours course covered in 12 sessions. The course will provide an
emphasis on countering threats to information as it moves from source to destination over a
public internet. The course identifies the various threats to information as it moves from
Course source to destination over a public network. It describes different ways in which the data
Description can be protected and secured as it moves from the source to its intended destination

across the network. It examines the various tools and means of examining whether a
network has been compromised; the steps to take to secure the network in such scenarios,
(100 ~200 words) depending on the identified threats. Main content includes hackers and their terms, network
threats, software threats, security policies, cryptography, encryption techniques, forensic
analysis, intrusion detection systems, intrusion prevention systems, Virtual Private
Networks

The main goal of this course is to expose learners to the various threats to information that

exist in a given public network (internet) between the source and the destination. The

Course Goals course explains to the learners how to identify these threats to information as it traverses
T the public network; and consequently how to secure the information. Objectively, by the end

and ObJeCtlves of this course, the learner should be able to:

« Describe and analyze security threats and vulnerability of networked systems.

(Approximately « Describe and analyze security control mechanisms.

100 words) » Undertake security analysis and apply relevant security control mechanisms.

« Develop security policy and design security plans.

(The format : Title, Author/Editor, Publisher, Year of Publication)

Network Security Fundamentals, Laet, G. and Schauwers, G., Indianapolis, IN: Cisco Press
(2004)

Textbook Modern Cryptography: Theory and Practice, Mao, W., Upper Saddle River, NJ: Pearson
Prentice Hall (2003)

Cryptography and Network Security: Principles and Practice, Stallings, W., Upper Saddle
River, NJ: Pearson Prentice Hall (2002)

Designing Network Security, Kaeo, M., Indianapolis, IN: Cisco Press (2003)

Computer System and Network Security (Computer Science & Engineering), White G. W.,
References Fisch E.A. and Pooch U. W., CRC Press (1995)

Computer Security Basics, Lehtinen R. and Gangemi G.T., O'Reilly Media (2006)
Security in Computing Systems: Challenges, Approaches and Solutions, Biskup J.,

The learner is expected to have some basic knowledge of computer networking terms,
Course computer hardware and software.
. A learner is assessed through :
Requirements « Continuous Assessment Tests and Assignments (CATS) (30%)
and Grades « End of semester examination (70%)




Course Calendar

Week Main Content

Week 1 Introduction to Computer Security
Week 2 Principles of Computer Security

Week 3 Application & Network Attacks

Week 4 Vulnerability Assessment & Mitigating Attacks
Week 5 Security Policies & Standards |

Week 6 Security Policies & Standards |l

Week 7 Cryptography: Symmetric & Asymmetric Ciphers
Week 8 Cryptography: Data Integrity Algorithms
Week 9 Network & Internet Security

Week 10 Forensics

Week 11 Intrusion Detection Systems

Week 12 Intrusion Prevention Systems

Week 13

Week 14

Week 15

Week 16
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